
As the late John Prine once wrote, It’s a
Big Ol’ Goofy World.

the COVID-19 pandemic has already
fundamentally changed our world. It has
forced employees to work from home while
others have lost their jobs entirely. It has
shut down businesses or, at the very least,
caused them to seriously rethink their
business models. 

the pandemic has introduced new, even
more frequent and aggressive cyber-attacks,
leaving the state of cyber-crime in a more
problematic state than ever, and increasing
the need to find viable cyber insurance that
provides an adequate amount of legal,
economic and reputational coverage at an
affordable rate.

It has profoundly affected health care by often
increasing our need for health services but
making access more difficult during a time

the pandemic has resulted in an increase in
workers’ compensation “mega claims”, many
of which are brought on by injuries to front-
line workers such as police or fire
departments, and health care workers.

It has also made it more necessary than ever
to have exceptionally strong communications
with employees, many of whom are busy at
home with their jobs, family and school.

this issue of Insights touches on the entire
gamut. We sincerely hope it provides you
with some of the information you need to
help guide your decisions on managing risk,
shopping for insurance and engaging with
your employees.

We’d also like to know what kind of issues
you’d like to see addressed here in future
issues. Please let us know how we can help at
www.marshmma.com/contact-us.

when many employees’ health insurance 
is in flux.

It has produced an atmosphere of isolation,
fear and anxiety that has caused some
employees to develop mental health issues. It
has also caused employees to think more
strongly and more often about their future…
and their retirement.
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CYBER InsURAnCE: hOW MUCh It CAn
COst Vs. hOW MUCh YOU CAn LOsE
to insure or not to insure is no longer a question. the cost to U.s. businesses — large, mid-sized
and small — has far outstripped the cost of insuring a company from ransomware, legal fees,
loss of reputation, recovery, loss of income and more.

Marsh & McLennan Agency can help you assess your potential cyber risk, find the best coverage
for your company, and see it all in context. To learn more, talk with an MMA representative.

marshmma.com/cyber

*netDiligence 2020 report         +netDiligence 2019report           ** Business Insurance magazine           †2020 Ponemon-IBM Cost of a Data Breach 
nOtE: Each risk is rated on its own merit

AVERAGE COST
OF INCIDENT
CLAIMS*

$100K

AVERAGE
LOST 

INCOME+

$343K

AVERAGE
BUSINESS

INTERRUPTION
COST*

$257K

AVERAGE
INCIDENT 
COSTS*

$275K

AVERAGE COST OF
CYBER LIABILITY 
INSURANCE**

$1,501 per year 
per $1 million in 
liability coverage

(Including $10,000
deductible)

GROWTH OF THE AVERAGE TOTAL COST OF A DATA BREACH 

$8.64 Million 2020

$3.54 Million 2006

144% increase†



there may be someone, somewhere who
can rightfully claim to have predicted a

pandemic and subsequent recession for 2020,
but we’ve yet to meet them. to say this has been
a year of severe unpredictability would be an
understatement.

Businesses have had to close their doors, some
permanently; employees have been furloughed,
laid off or sent home to work remotely; supply
chains have been disrupted; people live in fear
of the coronavirus, the possibility of being
evicted from their homes and not having
enough food to feed their families; and a
continuing firestorm of unrest has profoundly
changed the social landscape.

those changes include the dynamics of
business. Before the pandemic, it was an
employees’ market — companies had to work
hard to attract talent and find ways to keep
employees engaged. But today, in the midst of
the worst pandemic in more than 100 years,
record unemployment and a prolonged
recession, it has morphed into an employers’
market with fewer jobs and more potential
employees for each. 

Employers health costs could go up 
six percent during 2020

that’s for larger companies, reports the Kaiser
Family Foundation. But plan premiums and
annual cost increases are often higher for small
and mid-sized employers that lack the
bargaining power of the big corporations polled
in the survey. 

On average, small and mid-sized businesses pay
about eight percent to 18 percent more than
large firms for the same health insurance plans,
according to the national Conference of state
Legislatures. health insurers may also charge
different premiums based on the employer's
industry or the employer's prior health claims.

the Kaiser Family Foundation performed a
study that showed the annual cost to an
employee in 2019, for employer-sponsored
health coverage, was $1,242 for single-person
coverage and $6,016 for family coverage. 

The same research showed that for
individual plans:

n 13 percent of employees were responsible for
zero percent of their premium costs

n One percent of employees were responsible
for more than half the costs 

Employee Health & Benefits: 2020-2021
First the pandemic, then a recession. What’s next?

For employer-sponsored family plans:

n Four percent of employees were responsible
for zero percent of their premium costs

n 15 percent of employees were responsible for
more than half of these costs

Additionally, employees at small firms were
more likely to have a greater share of costs
covered than employees at large firms.
however, almost no employers cover out-of-
pocket employee costs.

The health care cost of COVID-19 alone

Dealing with COVID-19 itself is expensive.
Covered California estimates that the costs to
test, treat and care for COVID-19 patients this
year will be between $34 billion and $251 billion;
America’s health Insurance Plans, an industry
association, predicts the cost will total $56 billion
to $556 billion over a two-year period. 

the total costs of U.s. health care this year will
likely drop due to the postponement or

cancellation of regular clinical services and
elective procedures due to the virus. But that
appears to be a temporary reduction. Once the
coronavirus becomes more controllable, the
assumption is those doctor visits and surgeries
will resume…and quickly.

Innovating for the future of employee
health care

For many employers, this is absolutely the right
time to take a closer look at alternative options
for managing employee health care and its
costs. stepping back and reanalyzing how
health care is handled and why the costs are
where they are allows you to be smarter about
overall spend. It also gives you an improved
ability to offer employees the right health
benefits instead of simply tweaking existing
benefit designs or raising deductibles and
reducing coverage.  the goal is to create
solutions that work for your budget, without
leaving employees exposed.

these solutions can include:

n Alternative funding programs/simplified
funding programs

n Increased use of virtual care/telemedicine

n Finding different and better ways to deliver
services 

n Using analytics to ensure strategies are
correct and improve claims forecasting

n Actuarial and underwriting support to bring
transparency to the renewal process 

We can’t make the pandemic go away, but
MMA has ways to help

Your benefits program faces increasing costs,
changes in offerings, the uncertainties of health
care reform and differences in what employees
want and need — driven by generational,
societal, gender and cultural issues. 

Your MMA team can help you design employee
communications, leverage existing benefits to
the fullest, find creative ideas to satisfy multiple
employee segments, assess employee needs
using tailored employee surveys and offer
benefits benchmarking to ensure you have the
right balance of benefits to meet the evolving
needs of your employee populations. 

To learn more, contact a Marsh & McLennan
Agency representative.

Read the complete article at marshmma.com/
blog/ehb2020

America’s Health
Insurance Plans,
an industry

association, predicts
the cost to test, treat
and care for COVID-19
patients will total 

$56 billion
to $556
billion

over a two-year
period



To insure or not to insure is no longer a question
employees to help raise awareness of
vulnerabilities and the importance of good
cybersecurity practices.

How do you decide on the right insurance
partner?

It’s important to understand that not
every company provides the same
coverage for the same price, and there
is often a significant difference in
what they offer in terms of pre- and
post-breach services.

Multiple carriers offering cyber
insurance have kept the price low

because of the additional competition and
capacity. this has had an interesting effect on

some of the more established carriers that are
starting to feel the heat because they’ve had
experience paying out on claims. We expect this
will have a direct effect on rates.

It’s also essential to understand that the best price
is not always the best value. Many carriers offer
excellent tools and services,
including training,
access to breach
coaches and first-
rate legal teams.
those come with
a higher price
tag, but they can
be highly
effective in
minimizing the
possibility of damage
— and that results in a
better value for the insurance buyer.

MMA is ready to help

MMA provides proprietary solutions and best-in-
class advisory services to help you understand
your cyber risk, vulnerability and threats; measure
your exposure with customized tools; and manage
your cyber risk using our tailored insurance
solutions, education and coaching programs, risk
mitigation and loss prevention tools and response
planning and performance improvement reviews.

To learn more, talk with your Marsh & McLennan
Agency representative.

For more cyber-related resources including white
papers, checklist, client alerts and webinars, visit
mma.marshmma.com/CyberInsights2020

The State of Cyber: 2020-2021
During the first half of 2020 — which includes the
worst pandemic in more than 100 years and a

subsequent recession with
unemployment not

seen since the great
Depression —

cyber-attack
activity has
definitely
increased:

n Ransomware
attacks jumped 148

percent (VMWare)

n Phishing attacks are up
600 percent (KnowBe4)

n 27+ billion records exposed first half of 2020,
more than all of 2019 (Risk Based security)

n FBI and U.s. secret service have issued alerts
since the beginning of the pandemic for growing
threats on business email compromise and
malicious email attacks

n three loss types accounted for 84 percent of all
claims payouts last year: breach response costs,
cyber extortion pay-outs, and funds transfer fraud

n Average cost of a ransomware incident has
more than double

n Crowdstrike study showed more intrusion
attempts in the first six months of 2020 than in
all of 2019 — 41,000 potential intrusions
compared with 35,000 for all of last year

A 2019 Ponemon/IBM report found that the
average total cost of a data breach in the U.s. for
the companies has grown from $3.54 Million in
2006 to $8.19 Million in 2020, a 130 percent
increase over 14 years. According to the same
report, the average time it took to contain a breach
was 280 days.

Cyber-crime, unfortunately, still pays.

Why the pandemic hasn’t
shut down cyber-
crime

Cyber criminals are
without a doubt
trying to take
advantage of
people’s fear,
concern for their
futures, joblessness
and having to work from

home trying to balance work, their children’s
education and their family life.

People want protection from or a cure for the
coronavirus, so they respond to
emails that normally would be
suspicious enough to avoid but
are now potential lifelines.
People are out of work, so
they respond to work-from-
home schemes or get-rich-
quick proposals. With more
and more people working from
home, an entirely new set of
cyber problems has developed.

the FBI reported in mid-2020 that the
number of complaints stemming from cyber-
attacks is up to as many as 4,000 a day. that’s a 400
percent increase from before the coronavirus
pandemic hit. 

State of Cyber insurance 2020-2021

Larger corporations are still often more vulnerable,
but any company that has moved business

processes and information
to the cloud, makes use

of artificial intelligence
(AI) and the Internet

of things (Iot),
relies on big data
and even machine
learnings is

potentially creating
huge volumes of data.

this data includes
sensitive information, often

customers’ personal details. no
wonder more and more companies are regularly
targeted by cybercriminals. that’s why more and
more companies — across all industries and sizes
— are seriously considering adding cyber
insurance to help defend them and respond when
an incident occurs within their own system or that
of a trusted vendor.

A recent netDiligence study estimates that data
breach response costs for an uninsured
organization could be as much as 30 percent
higher than those for an organization carrying
cyber insurance.

Cyber insurance can serve as protection on both
the back-end to help cover the costs of a breach

and also on the front end. Outside consultants can
help bolster cybersecurity and work with your



The art of optimizing 
your retirement

“Mega” workers’ compensation
claims growing at a faster pace

A 401(k) is a retirement savings account
offered through an employer. Each month

employees put aside a selected amount of
money from their paycheck to invest in a 401(k)
account. As the years pass, savings will grow and
accumulate until retirement. some advice for
employees: invest early and often. the more
saved now, the more they’ll have for retirement.

n Make sure they know their savings aren’t
taxed until they take it out 

n Remind them about employer contributions

n Increase savings every year — at least a one
percent raise every year

n Let compounding work in your favor —
produce earnings on earnings

n Invest for the future

n Leave the money alone once you put it in —
otherwise, it doesn’t grow

n It’s a tax break perk — money goes into the
account before taxes are taken out.

Never too late to start! 

But an earlier start will give money more time to
benefit from compounding. Let employees know
that working with a professional financial advisor
can help them get on the right track for
retirement.

the surge in “mega claims” of at least $3
Million continues as medical treatments

and technologies advance, according to
research by ratings bureaus around the country.

Fewer than 50 percent of mega claims
reach the $3 Million threshold by 18
months from policy inception, but
these claims are reaching that
number more quickly than ever.
Experts say that upward trend
is likely to continue.

Overall, mega claims account
for upwards of $2 Billion in
workers’ comp costs each year,
according to research compiled by
the national Council on Compensation
Insurance, California’s Workers’ Compensation
Insurance Ratings Bureau and other states that
pooled their data to report on mega claims
trends across the country.

the study found that more than 4,500 claims
from 43 states and D.C. incurred losses in
excess of $3 Million (at 2018 cost levels) from
2001 through 2017. Of those claims, fully 10

percent were in excess of $10 Million.

the most typical kinds of claims
include spinal cord injuries, brain

injuries and severe burns,
according to the safety
national Casualty Corp. Public
entities are the big drivers of
mega claims and, with civil

unrest and increased police-
related shootings, the prediction

is for an increase.  

Presumption laws — such as those
covering a range of cancers for firefighters or
heart conditions for law enforcement officers —
can also lead to claims that pass the mega
threshold.

HEALTH SAVINGS ACCOUNTS 2020 
October 15, 2020, 1-2 PM CDt 

TELEMEDICINE: PERMANENT
SOLUTION OR TEMPORARY FIX 
October 21, 2020, 10-11 AM CDt 

AUTO LIABILITY STRATEGIES WHEN
PREMIUMS SOAR 
november 5, 2020, 9-10 AM Cst 

DOT AUDITING 
november 10, 2020, 9-10 AM Cst 

SETTING YOURSELF UP FOR
SUCCESSFUL LITIGATION PART I:
CLAIM INVESTIGATION 
november 17, 2020, 9-10 AM Cst 

ACA REPORTING REQUIREMENTS
2020 
november 19, 2020, 1-2 PM Cst 

WHEN TRAGEDY OR DISASTER
STRIKES: CRISIS MANAGEMENT
PLANNING 
December 8, 2020, 9-10:30 AM Cst 

SETTING YOURSELF UP FOR
SUCCESSFUL LITIGATION PART II: THE
LITIGATION PROCESS 
December 17, 2020, 9-10 AM Cst 

YEAR-END CHECKLIST 2020 AND
FUTURE FORECAST 2021 
December 17, 2020, 1-2 PM Cst 

Recorded events and live seminar events
can be viewed and registered for at
MarshMMA.com/Events 

WEBINARS
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MARsh & McLEnnAn AgEnCY
getting rid of insurance hassles so you can get on with your business. 

Only 1 in 5 employees
understands insurance benefits.

how do you engage the 
other four?

Multiple forms of media and targeted content help
capture attention and encourage participation. It’s
especially important when many employees are
working from home.

MMA has developed specialized tools to help you
deliver an effective, targeted communications
campaign. Contact your Marsh & McLennan Agency
rep to learn more. 


