
10/05/2020

You’ve Been Breached:
Now What?
A Dynamic and Interactive Presentation 
of a Mock Cyber Security Breach
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– National Co-Chair Cyber Center of Excellence, MMA
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Agenda

• Understanding the Risks

– Qualifying and quantifying the cost of a cyber incident

• Cyber Incidents

– Case studies and statistics

• General Business Related Types of Data at Risk

• Cyber Liability Risk Mitigation
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State of the Cyber Insurance Market
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2nd Quarter 2020 Coveware Report
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Average ransom payment increased 60% from Q1 ‘20 to $178,254
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Purchasing Patterns: Cyber Rate Changers: 2020 Q1
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US Cyber Clients – Average Historical Rate (Price per Million) Changes
All Industries
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GENERAL
LIABILITY

PROPERTY

ERRORS AND 
OMISSIONS

FIDELITY 
AND CRIME

D&O
TYPES OF 
POLICIES

Designing an Optimal and Effective Risk Management Program
Understanding the Gaps in Coverage
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Insurance Coverage Gap Analysis
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Privacy & Cyber Perils Property
General 

Liability
Fidelity Bond Computer Crime E&O Special Risk (KRE)

Broad Privacy & 

Cyber Policy

Destruction, corruption or theft of your electronic 

information assets/data due to failure of 

computer or network.

Becoming less 

available

Information asset 

protection

Theft of computer system resources.
Becoming less 

available

Information asset 

protection / crypto-

jacking - sublimit

Business Interruption due to a material 

interruption in an element of your computer 

system due to failure of computer or network 

security (including extra expense and forensic 

expenses).

Becoming less 

available

Network Business 

Interruption

Business interruption due to your service 

provider suffering an outage as a result of their 

security failure or system failure

Becoming less 

available

Network Business 

Interruption 

(sublimited or 

expanded based 

upon risk profile)

Indemnification of your notification costs, 

including credit monitoring.
Privacy Liability

Defense of regulatory action due to a breach of 

privacy regulation.
Privacy Liability

Coverage of Fines and Penalties due to a breach 

of privacy regulation.

Privacy Liability 

(where insurable by 

law)

Social Engineering Fraud Cyber-Crime

Not Covered Covered Dependent upon specifics of claims, may not be covered

*For discussion and general information purposes only.  Specific coverage details may vary.
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Other Key Cyber Coverage Considerations
Additional Important Coverage & Placement Considerations

• Contingent Business Income Loss Reputational Based Income Loss

• Voluntary Shutdown Coverage

• Invoice Manipulation Coverage

• Digital Data Restoration / Recovery

• Regulatory Environment (GDPR / CCPA / BIPA, etc.)

– Consumer Privacy Laws:  Unlawful collection, retention, failure to remove; 
disclosure language absent a security breach

– Does regulatory coverage extend to industry enforcement agencies?

• Bricking / Computer Hardware Replacement Coverage

– Computer system definition extends to ICS/SCADA especially for 
manufacturing, BYOD considerations
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Pre-Incident Mitigations

• Employee awareness training & 

phishing simulations

• Blacklist IP Blocking and Domain Protection

• Infrastructure Vulnerability Scan

• Endpoint Detection and Response

• Vendor Risk Management

– Security Ratings

– Contract Guidance/ Language Best 

Practices

9

• Onboarding orientation risk planning session

• Incident Response/Business Continuity 

Planning Seminar

• Information Security Best Practices Seminar

• Table Top Exercise / Mock Incident Simulation

• Limit Adequacy Modeling, Benchmarking & 

Analytics (“Understand, Measure, Manage”)

Examples are:

Loss Mitigation Services are commonly offered from leading carriers 

and MMA to improve an insured’s security posture and risk profile 
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2020 Ponemon – IBM Cost of a Data Breach Study
(August 2020)
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Incident Response Teams and testing are major expense mitigators. Organizations with 
these teams and procedures in place saved $2,000,000 as compared to those that did not.

This study is aimed at small to medium-size businesses, limiting the total record count of 
each eligible breach to 99,730 and separating “mega breaches” out to a different study.

Key findings include that the most expensive place in the world to experience a data breach 
is the United States where the average total cost is $8.64 Million – more than double the 

global average.



Marsh & McLennan Agency LLC  11

The Breach:  Qualifying & Quantifying
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BEC 2020 Trends
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• 48% of malicious email attachments are Office files

• 65% of groups use phishing campaigns as the primary infection 

vector

• 2020 phishing campaigns revolve around Covid-19

• Every year CPA firms receive many phishing campaigns during the 

beginning of the year

– These appear to be sent by the IRS

– Also appear to be from new clients

• Beware of spoofed emails coming into the environment

• Senior executives are being targeted
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BEC 2020 Trends

When dealing with a BEC matter, you must also 

consider access to the following:

• Payroll Systems

– Direct deposit changes happen frequently

• Financial Systems

• SharePoint/OneDrive

• Google Drive
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Ransomware

Several Ransomware Variants begin with malware 

having been spread through email
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• Conti

• Maze

• Netwalker

• Sodikonibi

• Dopplepaymer

• Lockbit

Threat Vector

• Malware-based spam, via email – Emotet & Trickbot operators

Distribution

• After Trojan is dropped via user interaction with email 
attachment, the malware pulls down trickbot and exfils out 
data based off the modules (several versions of modules) and 
a cryptic shell is loaded in memory, allowing total remote 
access.
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Anatomy of a Breach Response and Legal Trends

Experts

• Breach Coach

• Forensics

• Public Relations

Investigation-internal/forensic/criminal

• How did it happen?

• When did it happen?

• Is it still happening?

• Who did it happen to?

• What was access/acquired? (what wasn’t?)

Notice Obligations

• State

• Federal

• Other (i.e. PCI)

• Deadlines – can be 48 hours
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Notification

Process
• Written              • Substitute
• Electronic • To Media

Vendors
• Printing, Mailing and Call Center

• Credit Monitoring

Inquiries
• State Regulators (i.e. AG, PD)
• Federal Regulators (i.e. OCR)
• Consumer reporting agencies

• Potential Plaintiffs

Litigation
• Government Entities
• Single Plaintiff
• Class Action

• Indemnification

Breach Discovery



Marsh & McLennan Agency LLC  

Mock Breach: Scenario 1
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ABC Construction Company provides commercial and residential construction 
services.

On July 1, 2020, Jane Johnson, an employee of the finance department, followed 
up with its client, John Smith, on an outstanding invoice for construction on a 
building. The invoice was for $350,000.

John Smith advised he had paid the invoice via the wire instructions on the 
invoice emailed to him by Jane Johnson. Jane did not recall emailing John an 
invoice, as their normal process is to mail the invoice to the customer.

Jane reviewed her email account and identified in her Junk Folder an email 
message to John Smith from May 15, 2020, purportedly from her, attaching an 
invoice and advising the wiring instructions on the previous invoice were 
incorrect. Jane did not send the email.
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Mock Breach: Scenario 2
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Smith and Smith, LLP is a law firm that services high-wealth individual clients 

and their respective businesses.

On Labor Day 2019, after a long weekend out of the office, the office manager 

attempted to remote into the Smith and Smith environment and get a jump start 

on work before heading back into the office the next day. 

Once she connected, she saw a note on her computer, saying her files were 

encrypted and she needed to email ih@v3yurD@t@@protonmail.com.

She notified the firm’s third-party IT support provider, who remoted in and 

determined the information system was infected with Maze ransomware.

mailto:ih@v3yurD@t@@protonmail.com
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Best Practices Pre-Incident:  
Legal Perspective

• Purchase Cyber Insurance

• Understand the legal and regulatory framework applicable

to the organization

• Assess and test the organization’s processes and security

• Train your employees

• Prepare and test your Incident Response Plan

• Prepare and test your Business Continuity Plan

• Ensure a well-developed asset management program

• Understand the incident response process before you have an event

• Negotiate service level agreements prior to experiencing an event
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Best Practices Pre-Incident: Legal Perspective

• Contact Counsel as soon as you detect suspicious activity

• Use Counsel to Establish Privilege 

– Counsel directs forensics, notice drafting, and other vendors 

so that, in the event of litigation or regulatory investigation, 

all documents and communications are not discoverable 

– Guard Attorney-Client Privilege: do not share forensic 

reports, legal analysis, and drafts with clients or third parties 

if not absolutely necessary 

• Do not use terms "Breach" or "PII" or "PHI" lightly: these are 

statutorily defined legal terms the use and admission of which 

have consequences 

• Prepare for litigation and regulatory investigation: preserve 

all relevant documents 

• Conduct risk assessment and implement data security 

improvements prior to being asked by a regulator 
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Prevention: Technical Perspective

• Educate Employees

– Don’t open attachments (unless you 

know it is legitimate)

– Don’t click links

– Verify verbally before making ay 

changes to payment instructions, 

direct deposit information, etc.

– O365 – perform attack simulations

• Configure MFA for all accounts

• Disable legacy authentication (IMAP, 

POP)

• Require strong passwords

– Minimum 14 characters

– Combination of alpha-numeric and 

special characters

– Don’t allow dictionary words

– Configure lockout threshold
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• Enable audit logging

• Block foreign geo locations

• Block external auto-forwarding of email

• Configure Advanced Threat Protection

– Anti-phishing

– Anti-spam

– Anti-malware

• Use dedicated administrative accounts

– Use separate accounts for 

administrative purposes

o Administrative accounts have 

elevated privileges
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Options for Cyber Carriers
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• Can we be more predictive in our underwriting 

using external data about the types of entities 

being hit today?

• Do supplemental questionnaires or underwriting 

controls still work?

– If BEC:

o Email Security Assessment

o Email attack simulations/training

– If Ransomware:

o Resiliency of our offline backups (3, 2, 1 

strategy)

o Open RDP can be found externally with 

scanners

o Email Security is key

• Trusted IR Partners (Legal and Forensics)

• Dynamic Containment and Remediation 

Technologies

• Expedited Response (Streamlined Contracting, 

Instant Extortion Payment Options)

• On-site / Remote Enterprise Remediation 

options

IncidentPre-Incident
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Questions?
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