
 

Financial Fraud During the COVID-19 Pandemic 
 

This article is part of our series, COVID-19 and Your Financial Health, which addresses COVID-19 (Coronavirus), how 
it impacts your financial health, and tips to stay financially well during this pandemic. 

 

With COVID-19 (Coronavirus) sending everyone into a spiral around the globe, the number of fraudsters have 
increased nearly as fast as the spread of this serious disease. Scammers are targeting people’s fears to take advantage 
of them, and some of the scams can be very dangerous to vulnerable populations during these uncertain times. 

Here is what you need to know about COVID-19 scams that are currently circulating around the globe and what you can 
do to avoid being another victim of these scams. 

CORONAVIRUS-RELATED FRAUD 

There are a variety of methods that are currently being perpetrated by fraudsters that involve coronavirus, including: 

Fake Cures and Medical Supplies 

Currently, there is no cure for coronavirus or a vaccine to prevent a person from getting it.1 However, this has not 
stopped scammers from selling “cures” to vulnerable people who are simply wanting to protect their health. Some of 
these scams are specifically targeting people in countries where coronavirus is most rampant. One particular concern of 
using these fake cures is that people who take these medications or treatments may not take necessary precautions to 
protect their health, such as engaging in social distancing or seeking real medical attention if they start to experience 
symptoms. 

Additionally, INTERPOL agents in France warn that criminals are selling medical supplies  and surgical masks through 
fake shops, websites, and social media accounts. After making these purchases, many consumers simply receive 
nothing while their money disappears. 

Customs officers at LAX also seized counterfeit coronavirus testing kits2 that had not been approved by the U.S. Food 
and Drug Administration or other reputable agency. In fact, the Food and Drug Administration issued its own 
warning3 saying that it has not authorized any home-testing kit and warning against such counterfeit tests. 

Price Gouging 

There are also reports of people selling hard to come by items like toilet paper, hand sanitizer, cleaning supplies, and 
face masks at amounts considered price gouging. Over 7,500 coronavirus-related fraud cases were reported in China 
as of Feb. 24, most of which involves face masks, according to one report.4 

Fake Charity Scams 

Other scammers are taking advantage of the situation by claiming to be affiliated with a reputable charitable 
organization or soliciting charitable donations for coronavirus but not using the money for this purpose. 

WHO Impersonators  

The World Health Organization (WHO) is a trusted organization for reliable and contemporary information. However, it 
has issued a consumer warning  to people around the globe about criminals disguising themselves as WHO to steal 
money or sensitive information. 



 

Fake "COVID-19 Inform App" 

Hackers are using a particularly deceptive tactic to trick people into downloading information-stealing malware. By 
gaining access to home routers, they are able to change the settings to redirect users to a phony WHO website. Once 
there, they are asked to download an "informational app" that it is actually a piece of malware which steals highly 
sensitive information. Hackers are mostly targeting Linksys and D-link routers. 

Phishing Scams 

Scammers are also pretending to be representatives of WHO or the American CDC by sending out emails that seek 
donations and sensitive information. They might also ask you to click on a link that then sends malware to your device. 
Similar incidents have occurred that impersonate national or global health authorities by using similar names, email 
addresses, or websites. 

Fake Government Relief Checks 

As governments grapple with how to protect the economy from the fallout surrounding COVID-19, many countries are 
considering sending their citizens economic stimulus checks. Scammers are sending communications ahead of these 
checks in an attempt to get personal information from consumers. 

Work from Home Scams 

Since many businesses, schools, public offices, and other workplaces are closed, many people are turning to work from 
home ventures to try to fill in the gap. However, scammers are waiting to capitalize on this industry, too. 

How to Protect Yourself from Scams 

It is important to be extra vigilant during this time. Here are some ways that you can protect yourself: 

 Verify who the information is coming from by researching the named organization or charity online and looking 
for any reports about scams 

 Look closely at the website name as criminals often use names and identifying characteristics that are close—
but not exact—to reputable organizations 

 Review a company before purchasing any type of supply from them 

 Beware of any solicitation that is sent your way 

 Avoid anything that asks for payment upfront 

 Verify information from your bank, the government, or other organizations that request you supply personal 
information 

 Do not click on links or open attachments from any organization you did not reach out to 

 Be wary of supposed emails from health authorities, as this is not typically how they contact the general public 

 Make sure your anti-virus software and malware is operating and up to date 

 Look at the link for any reputable organization and ensure that it contains an “s” after “http,” which designates 
that it is a secure site 

 Avoid any “investments,” “opportunities,” or other ventures that say you must act now 

How to Report a Scam 



 

Try to stay updated on recent developments in your country and these types of consumer scams by reading reputable 
newspapers or watching the news. If you see a scam, report it to your local law enforcement or consumer advocate 
organization. 

You can also contact your state attorney general’s office or the Federal Trade Commission  if you are in the United 
States. You can report international online scams at econsumer.gov . You can also report scams to Consumers 
International5, which brings together more than 200 consumer groups worldwide. Interpol  is also responding to 
consumer complaints about these types of scams. Check back regularly on these sites or request to be part of their 
mailing list to receive the newest information on these scams. Several countries have also formed special COVID-19 
fraud task forces to investigate and prosecute these claims. 

The content provided here is for information only, on the topic of financial wellness. Due to the volatility of the 
Coronavirus and the COVID-19 pandemic, details about the illness, public response, policy, and more, are subject to 
change. Please consult your state and local offices for the most accurate and up-to-date information about COVID-19 in 
your area; for global updates, consult the World Health Organization . 
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